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CENTRE FOR HIGHER DEFENCE STUDIES / SCHOOL OF 

ADVANCED DEFENCE(CASD/SUOSS) 

 
CODE 
 

SMD  01 

COURSE TITLE 
IASD STUDY SESSION/2nd LEVEL MASTER'S DEGREE IN 'GLOBAL STRATEGY 
AND SECURITY (GSS)' 

INSTITUTE 
INSTITUTE FOR ADVANCED DEFENCE STUDIES (IASD) LOCATED IN THE 
CENTRE FOR HIGHER DEFENCE STUDIES / SCHOOL OF ADVANCED DEFENCE 
STUDIES (CASD/SUOSS) 

AIM OF THE COURSE 

AT THE END OF THE COURSE, STUDENTS WILL BE ABLE TO DEVELOP 
STRATEGIC SOLUTIONS, CONSISTENT WITH A MANAGEMENT PROFILE, IN 
COMPLEX CONTEXTS. THIS SKILL WILL BE DEVELOPED THROUGH THE 
ANALYSIS AND IN-DEPTH STUDY OF TOPICS AND CASE STUDIES RELATED 
TO: STRATEGIC LEADERSHIP AND SOFT SKILLS, INTERNATIONAL SECURITY, 
INDUSTRIAL POLICY AS WELL AS NATIONAL AND INTERNATIONAL DEFENCE & 
SECURITY POLICY, INTERNATIONAL LAW IN THE MULTI-DOMAIN AND TO THE 
IMPACT OF EMERGING TECHNOLOGIES AND THE DIGITAL POWER. THE MULTI-
DOMAIN TEACHING APPROACH USES INNOVATIVE METHODOLOGIES, INCLUDING 
ROLE-PLAYING AND WAR-GAMING EXERCISES, WHICH TOGETHER ALLOW FOR 
THE CREATION OF NATIONAL AND INTERNATIONAL NETWORKS. 

DELIVERY METHOD 
AND PROGRAMME  

THE COURSE IS DELIVERED IN TWO PHASES: THE FIRST IS IN-PERSON, IN 
ITALIAN AND PARTLY IN ENGLISH. AT THE END OF THE COURSE STUDENTS 
OBTAIN THE IASD QUALIFICATION ONLY; THE SECOND PHASE IS DISTANCE 
LEARNING (ASYNCHRONOUS E-LEARNING) IN ITALIAN, AVAILABLE ON A 
VOLUNTARY BASIS, USEFUL FOR OBTAINING THE 2ND LEVEL MASTER'S 
DEGREE IN 'GLOBAL STRATEGY AND SECURITY (GSS)'. 
 
THE IN-PERSON PHASE IS DIVIDED INTO THREE DISCIPLINARY AREAS: 
THE FIRST, 'STRATEGIC LEADERSHIP AND SOFT SKILLS IN COMPLEXITY', 
LASTS 5 WEEKS; THE SECOND, 'INTERNATIONAL SCENARIO AND POLICY', 
LASTS 5 WEEKS (IN ENGLISH AND OVERLAPPING WITH THE INTERNATIONAL 
CAPSTONE COURSE - ICC); THE THIRD IS 'DEFENCE AND SECURITY 
STRATEGY', LASTING 5 WEEKS.  
EACH DISCIPLINARY AREA IS MADE UP OF THEMATIC SUB-MODULES 
DELIVERED THROUGH LECTURES, SEMINARS, CONFERENCES, ROUND TABLES, 
ROLE PLAYS AND/OR EXERCISES, WITH IN-DEPTH ANALYSIS OF CASE 
STUDIES AND SPECIFIC ASSIGNED TOPICS. 
THE IN-PERSON PHASE IS COMPLETED BY A WEEK DEDICATED TO WARGAMING 
AND DAYS DEDICATED TO NATIONAL AND/OR INTERNATIONAL 'PRACTICAL 
AND/OR OBSERVATION TRAINING MODULES' AT CONSTITUTIONAL OR 
CONSTITUTIONALLY SIGNIFICANT BODIES (PRESIDENCY OF THE REPUBLIC 
AND OF THE COUNCIL, CHAMBER OF DEPUTIES, SENATE, CONSTITUTIONAL 
COURT, COUNCIL OF STATE), JOINT OR SINGLE SERVICE LEVEL 
HQs/BODIES, RESEARCH CENTRES. 
THE FIRST PHASE INVOLVES THE DEVELOPMENT OF A FINAL PROJECT WORK. 
 
THE DISTANCE LEARNING PHASE IS DIVIDED INTO TWO MODULES: 
THE FIRST IS 'INTERNATIONAL LAW IN THE MULTIDOMAIN' AND THE 
SECOND IS 'EMERGING TECHNOLOGIES AND DIGITAL POWER'. 
THE SECOND PHASE CONCLUDES WITH AN EXAM TO OBTAIN THE 2ND LEVEL 
MASTER'S DEGREE. 

DURATION AND 
PROVISIONAL DATES 

THE IN-PERSON PHASE LASTS APPROXIMATELY 18 WEEKS (4 AND A HALF 
MONTHS) FROM JANUARY TO MAY. 
THE TWO E-LEARNING MODULES, EACH LASTING APPROXIMATELY 70 HOURS, 
ARE AVAILABLE ON A VOLUNTARY BASIS AND ARE DELIVERED 
ASYNCHRONOUSLY AT THE END OF THE RESIDENTIAL PHASE. THE PROCESS 
MUST BE COMPLETED BY THE END OF THE FOLLOWING CALENDAR YEAR. 

 THE COURSE LEADS TO A TOTAL OF 60 CREDITS (45 CREDITS FOR THE 
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QUALIFICATIONS AND 
CREDITS  

RESIDENTIAL PHASE AND 15 CREDITS FOR THE DISTANCE LEARNING PHASE) 
AND TO THE AWARD OF THE IASD QUALIFICATION AND THE SECOND LEVEL 
MASTER'S DEGREE IN 'GLOBAL STRATEGY AND SECURITY (GSS)". 

NR. OF PLACES FOR 
FOREIGN ATTENDEES 

 
MAXIMUM 40 
 

PARTICIPANTS’ 
QUALIFICATIONS AND 
REQUIREMENTS 

OFFICERS WITH THE RANK OF BRIGADIER GENERAL OR COLONEL OR 
EQUIVALENT (OF 5/OF 6) FROM ITALY AND ALLIED AND FRIENDLY 
COUNTRIES, AS WELL AS CIVILIAN PERSONNEL IN 'MANAGERIAL 
POSITIONS' IN PUBLIC AND PRIVATE BODIES, ORGANISATIONS AND 
INSTITUTIONS WHO: 
 HAVE AN EXCELLENT KNOWLEDGE OF THE ITALIAN LANGUAGE; HAVE A 
GOOD KNOWLEDGE OF THE ENGLISH LANGUAGE; ARE IN A CAREER PROFILE 
FOR PROMOTION TO THE HIGHEST RANKS OF THEIR HIERARCHY; HAVE AN 
EXCELLENT SERVICE RECORD; HAVE PREFERABLY GAINED JOINT AND 
INTERNATIONAL SERVICE EXPERIENCE; HAVE A FIVE-YEAR DEGREE, WITH 
AT LEAST ELEVEN YEARS OF PREVIOUS EDUCATION. 

 
ADMISSION OF 
ATTENDEES FROM 
NON-NATO COUNTRIES 
 

YES   

SERVICES (MESS AND 
ACCOMODATION AT 
MILITARY 
FACILITIES) 

THE LOGISTICAL SUPPORT OFFERED (BOARD, ACCOMMODATION, TRAVEL) 
DEPENDS ON THE ADMISSION FORMULA IN RELATION TO BILATERAL 
AGREEMENTS WITH THE RESPECTIVE NATIONAL AUTHORITIES. NO 
ACCOMMODATION AVAILABLE; ON WORKING DAYS, MEALS ARE AVAILABLE 
FOR PURCHASE AT THE CASD CANTEEN. 

LANGUAGE OF THE 
COURSE  

ITALIAN AND ENGLISH 

REMARKS 
ACCESS POSSIBILITY - ON REQUEST - A PREPARATORY ITALIAN LANGUAGE 
COURSE OF APPROXIMATELY THREE MONTHS AT THE ARMY FOREIGN LANGUAGE 
SCHOOL (PERUGIA) (SEE DEDICATED SHEET). 
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CODE  SMD  02  

TITLE   INTERNATIONAL CAPSTONE COURSE (ICC) 

INSTITUTE 
INSTITUTE FOR ADVANCED DEFENCE STUDIES (IASD) LOCATED IN THE 
CENTRE FOR HIGHER DEFENCE STUDIES / SCHOOL FOR ADVANCED DEFENCE 
STUDIES (CASD/SUOSS) 

COURSE AIM  
TO OFFER FUTURE FOREIGN MILITARY AND DEFENCE LEADERS AN ADVANCED 
“REFRESHER” COURSE ON THE MOST IMPORTANT SECURITY AND DEFENCE 
ISSUES AT A STRATEGIC LEVEL. 

SYLLABUS AND MAIN 
ACTIVITIES 

THE ICC IS INTEGRATED INTO ONE OF THE MODULES OF THE IASD ANNUAL 
REGULAR SESSION (ENGLISH PHASE). THE COURSE IS DIVIDED INTO 
SEMINARS, ROUND TABLES, CONFERENCES AND CULTURAL VISITS. 
 
THE TOPICS OF THE SEMINARS, EACH LASTING APPROXIMATELY TWO 
WEEKS, ARE: 
 
"GEOPOLITICAL ANALYSIS" 
"SPECIFIC INTEREST AREAS ANALYSIS"; 
"INTERNATIONAL LAW PKO's AND ARMS CONTROL" 
"THE INTERNATIONAL SECURITY. MILITARY POLICY AND DECISION MAKING 

PROCESSES WITHIN NATO, UN AND EU" 
"GLOBAL CHALLENGES" 

DURATION AND 
PROVISIONAL DATES  

ONE AND A HALF MONTH (5 WEEKS), FROM FEBRUARY TO MARCH  

NR. OF POSITIONS MAXIMUM 15 

ATTENDEES’ 
QUALIFICATIONS AND 
REQUIREMENTS  

OFFICERS WITH THE RANK OF BRIGADIER GENERAL OR COLONEL OR 
EQUIVALENT (OF 5/OF 6) WHO: 
 HAVE A GOOD LEVEL OF ENGLISH; 
 HAVE PREFERABLY GAINED EXPERIENCE IN JOINT AND INTERNATIONAL 

SERVICE; 
- HOLD, OR ARE LIKELY TO HOLD, SENIOR POSITIONS IN THEIR 

RESPECTIVE ADMINISTRATIONS. 

ADMISSION OF 
ATTENDEES FROM 
NON-NATO COUNTRIES 

YES 

LANGUAGE ENGLISH 

MEALS AND 
ACCOMMODA-TION 

THE LOGISTIC SUPPORT OFFERED (BOARD, ACCOMMODATION, TRAVEL) 
DEPENDS ON THE ADMISSION FORMULA IN RELATION TO BILATERAL 
AGREEMENTS WITH THE RESPECTIVE NATIONAL AUTHORITIES. NO 
ACCOMMODATION AVAILABLE; 
 ON WORKING DAYS, LUNCH IS AVAILABLE FOR A FEE AT THE CASD 
CANTEEN. 

REMARKS THE ICC COURSE LASTS APPROXIMATELY 30 WORKING DAYS (MON-FRI) 

 
 
 
 
 

CENTRE FOR HIGHER DEFENCE STUDIES / SCHOOL OF 

ADVANCED DEFENCE STUDIES(CASD/SUOSS) 
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CODE 
 
SMD 03  
 

 
COURSE NAME  

 
ADVANCED JOINT STAFF COURSE (ISSMI) 
 

 
INSTITUTE 
  

JOINT SERVICES STAFF COLLEGE (CASD-ROME) 

 
COURSE  
OBJECTIVES  
 

ENHANCE THE PROFESSIONAL AND CULTURAL BACKGROUND OF THE OFFICERS 
AND FOCUS THEIR SKILLS TO FIT THE REQUIREMENTS FORESEEN FOR 
SINGLE SERVICE, JOINT AND COMBINED POSTS.  

COURSE STRUCTURE 
AND DESCRIPTION  

DELIVERY METHOD:  
THE COURSE IS MADE UP OF THREE 3 PHASES:  
1. PRE-COURSE: IN SELF-DIRECTED LEARNING MODE;  
2. INTRODUCTORY PHASE: PROVIDES BASIC KNOWLEDGE ON COMMUNICATION 

PROCESSES AND ENCOURAGES CONTACTS AND NETWORKING AMONG 
PARTICIPANTS FROM DIFFERENT SERVICES;  

3. SCIENTIFIC/DISCIPLINARY PHASE: AIMS AT PROVIDING KNOWLEDGE AND 
SKILLS FOR OPERATING AT STRATEGIC MILITARY LEVEL AND AT 
ENHANCING KNOWLEDGE AND SKILLS TO ACT AT “OPERATIONAL” LEVEL. 
IN THE SCIENTIFIC/DISCIPLINARY PHASE THE FOLLOWING AREAS ARE 
COVERED:  

• EMERGING AND DISRUPTIVE TECHNOLOGIES; 
• INTERNATIONAL POLITICS AND RELATIONS;  
• LEGAL ISSUES IN PEACEKEEPING OPERATIONS;  
• INTERNATIONAL ECONOMIC POLICY, PROCUREMENT AND MANAGEMENT;  
• ANALYSIS OF COMPLEX SYSTEMS AND OPERATIONS, 
FOR A TOTAL OF 14 DISCIPLINES OF WHICH 11 OBJECT TO    LEARNING 
VERIFICATION. IN SUMMARY, THE PROGRAMME IS BASED ON THE ANALYSIS 
AND EVALUATION OF DOCTRINE ISSUES AFFECTING THE ABOVE MENTIONED 
DISCIPLINARY AREAS, COMPLEMENTED BY PRACTICAL ACTIVITIES FOR THE 
IMPLEMENTATION OF THE ACADEMIC CONTENTS CONVEYED. 

 
COURSE DURATION  
 

- PRE-COURSE BLOCK IN SELF-TRAINING: 3 MONTHS FROM JULY TO 
SEPTEMBER;  

- RESIDENTIAL COURSE: 9 MONTHS FROM SEPTEMBER TO JUNE  

SEATS AVAILABLE TO 
INTERNATIONAL 
STUDENTS  

- ACCORDING TO THE "GENERAL PLAN OF ADMISSIONS" ISSUED YEARLY BY 
THE DEFENCE GENERAL STAFF.  

- BASED ON THE "GENERAL PLAN OF ADMISSIONS", DIFFERENT ADMISSION 
STATUSES ARE GRANTED (WITH FEE, PARTIALLY FREE, FULLY FUNDED).  

ADMISSION 
REQUIREMENTS  

RANK: MAJOR/LIEUTENANT COLONEL (OR EQUIVALENT);  
- EXCELLENT KNOWLEDGE OF ITALIAN LANGUAGE AND GOOD KNOWLEDGE OF 

ENGLISH;  
- HAVE ATTENDED THE STAFF COURSE (OR EQUIVALENT). IT IS 

DESIRABLE THAT THE CANDIDATE HAS ATTENDED THE STAFF COURSE IN 
ITALY OR IN A NATO COUNTRY.  

PARTICIPATION OF 
NON NATO COUNTRIES  

 
YES  
 

 
BOARD AND LODGING  
 

- THE INSTITUTE HAS NO LODGING FACILITY.  
- LUNCH IS AVAILABLE, MONDAY THROUGH FRIDAY, AT THE MESS OF THE 
CENTRE FOR HIGH DEFENCE STUDIES). 

NOTES  

- THE TEACHING PLAN FORESEES STUDY TRAVELS IN ITALY;  
- STUDENTS HOLDING A UNIVERSITY DEGREE (MA OR EQUIVALENT) ARE 
ELIGIBLE FOR THE POST-GRADUATE MASTER’S DEGREE IN “INTERNATIONAL 
MILITARY-STRATEGIC STUDIES” ASSOCIATED TO THE COURSE, UPON 
COMPLETION OF ALL RELATED EXAMS; 

CENTRE FOR HIGHER DEFENCE STUDIES / SCHOOL OF 

ADVANCED DEFENCE STUDIES(CASD/SUOSS) 
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- STUDENTS MUST BRING THE FOLLOWING DOCUMENTS:  
 "DECLARATION OF VALUE" ISSUED BY THE COMPETENT ITALIAN 
DIPLOMATIC REPRESENTATION OFFICE OF THE COUNTRY WHERE THE 
DIPLOMA WAS ISSUED. FOR STUDENTS FROM EU COUNTRIES A “DIPLOMA 
SUPPLEMENT” ISSUED BY THE RELEVANT UNIVERSITY IS SUFFICIENT AND 
A COPY OF THEIR DEGREE;  

 TRANSLATION (IN ITALIAN) OF THE ABOVE QUALIFICATION 
AUTHENTICATED BY THE MENTIONED ITA DIPLOMATIC/CONSULAR OFFICE. 
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CODE SMD 04 

COURSE NAME CIVIL-MILITARY COOPERATION COURSE (COCIM) 

INSTITUTE JOINT SERVICES STAFF COLLEGE (ROME) 

COURSE 
OBJECTIVES 

GIVE CIVILIAN AND MILITARY STUDENTS AN UPDATED OVERVIEW OF 
EXISTING LEGISLATION AND PROCEDURES IN THE FIELDS OF CIVIL 
DEFENCE, CIVIL PROTECTION, CIVIL-MILITARY COOPERATION AND 
CIVILIAN EMERGENCY PLANNING AT THE NATIONAL, NATO, EU AND UN 
LEVELS. 

COURSE STRUCTURE 
AND DESCRIPTION 

THE COURSE IS DEVELOPED IN 2 PHASES, AS FOLLOWS: 
- “DISTANCE LEARNING PHASE”: THROUGH THE INSTITUTE’S MOODLE 

PLATFORM (CONTENTS IN ITALIAN AND ENGLISH); 
- “RESIDENTIAL PHASE” HELD AT THE CENTER FOR HIGH DEFENSE 

STUDIES; 
 

RESIDENTIAL COURSE 
DURATION 

FOUR WEEKS IN OCTOBER AND NOVEMBER 

SEATS AVAILABLE 
FOR INTERNATIONAL 
STUDENTS 

ACCORDING TO THE “GENERAL PLAN OF ADMISSIONS” ELABORATED ANNUALLY 
BY THE ITALIAN DEFENSE GENERAL STAFF.  
 

 
ADMISSION 
REQUIREMENTS 

MILITARY OFFICERS, AND SENIOR OFFICIALS 

A GOOD KNOWLEDGE OF ITALIAN IS REQUIRED, EQUIVALENT TO NATO 
STANAG 6001 2-2-2-2   

 
PARTICIPATION OF 
NON-NATO COUNTRIES 

 
YES 
 

BOARD AND 
LODGING 

- THE INSTITUTE HAS NO LODGING FACILITY.  
- LUNCH IS AVAILABLE FOR LUNCH MONDAY THROUGH FRIDAY AT THE 

MESS OF THE CENTRE FOR HIGH DEFENSE STUDIES.  

NOTES 

COURSE LANGUAGE: ITALIAN. 
 
COURSE VENUE: PIAZZA DELLA ROVERE 83 – 00165 ROME 
POINT OF CONTACT: diafr.uppd.sfa@casd.difesa.it 
WEB LINK: www.unicasd.it 

 
 
 
 
 
 
 

CENTRE FOR HIGHER DEFENCE STUDIES / SCHOOL OF 

ADVANCED DEFENCE STUDIES(CASD/SUOSS) 
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CODE 
 

SMD 05 

COURSE NAME  OP1 “CBRN OPERATIONAL BASIC COURSE FOR FOREIGN MILITARY PERSONNEL” 

 
INSTITUTE  
 

ITALIAN JOINT NBC DEFENCE SCHOOL  

COURSE OBJECTIVES  
TO PROVIDE TO THE ATTENDEES BASIC CBRN KNOWLEDGE AND SKILLS IN 
ORDER TO MANAGE CBRN EVENTS, AT A TACTICAL LEVEL, IN MILITARY 
OPERATIONS. 

COURSE STRUCTURE 
AND OUTLINE 
 

COURSE DESCRIPTION: 
THE COURSE IS DIVIDED INTO THREE TEACHING SECTIONS: THEORETICAL 
CBRN MODULE, PRACTICAL CBRN MODULE AND CBRN FORECASTING MODULE. 
PROGRAM: 
 CBRN DETECTION, IDENTIFICATION AND MONITORING - DIM: PLAN AND 

CONDUCT CBRN AGENTS DETECTION, IDENTIFICATION, AND MONITORING 
ACTIVITIES; 

 KNOWLEDGE MANAGEMENT - CBRN KM: PREPARE A SIMPLIFIED FORECAST OF 
CONTAMINATED AREAS AND PROPERLY MANAGE THE RELATED CBR MESSAGING; 

 PHYSICAL PROTECTION MEASURES - PP (PHYSICAL PROTECTION): TO ADOPT 
PERSONAL PROTECTION PROCEDURES IN A CONTAMINATED ENVIRONMENT; 

 HAZARD MANAGEMENT - HM: ACQUIRE THE KNOWLEDGE TO PLAN AND CONDUCT 
DECONTAMINATION ACTIVITIES OF PERSONNEL, VEHICLES AND MATERIALS. 
TO APPLY PREVENTIVE MEASURES TO MANAGE ANY CONTAMINATION RISK. 

 
DURATION 
 

3 WEEKS (15 WORKING DAYS) FROM (TBD) TO (TBD). 

NUMBER OF PLACES 
AVAILABLE TO 
INTERNATIONAL 
STUDENTS 

MAXIMUM NUMBER OF ATTENDEES IS 30 (THE COURSE WILL BE ACTIVATED 
WHIT A MINIMUN OF 6 ATTENDEES). 

ADMISSION 
REQUIREMENTS 

THE COURSE IS HELD IN ENGLISH, NATO SLP 2/2/2/2 REQUIRED. 
CBRN DEFENCE KNOWLEDGE OR EXPERIENCE ABOUT CBRN MATTER ARE 
EXPECTED. 

PARTICIPATION OF 
STUDENTS FROM 
NON-NATO 
COUNTRIES  

NO. 

BOARD AND LODGING 
AT MILITARY 
FACILITES 

MEALS ARE INCLUTED. 

NOTES 

 
NON-ALLIED COUNTRIES AND NATO PARTNERS (BELONGING TO THE PFP, MD, 
ICI, PAG AGREEMENTS) WILL BE ABLE TO ATTEND AD HOC COURSES 
EXCLUSIVELY FOLLOWING AN EXPLICIT FEASIBILITY/SUSTAINABILITY 
ASSESSMENT CARRIED OUT BY THIS INSTITUTE AT THE REQUEST OF THE 
DEFENCE GENERAL STAFF. 
 

 
 
 
 
 
 

JOINT NBC DEFENCE SCHOOL (RIETI) 
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CODE SMD 05/A 

COURSE NAME  
OP1.1 “COURSE FOR DOCTORS AND NURSES INTENDED TO EXECUTE 
HEALTHCARE PROCEDURES IN CBRN-CONTAMINATED ENVIRONMENTS”. 

 
INSTITUTE  
 

JOINT NBC DEFENCE SCHOOL. 

COURSE OBJECTIVES  

PROVIDE PERSONNEL WITH TRAINING TO IMPLEMENT APPROPRIATE 
PROTECTION MEASURES AND MANAGE THE HEALTH ASPECTS OF A CBRN EVENT, 
WITH PARTICULAR REFERENCE TO: THE MANAGEMENT OF PATHOLOGIES CAUSED 
BY CBRN AGENTS; ARS AND TRIAGE IN R/N EMERGENCIES; THE "METREPOL" 
SYSTEM AND RELATED IT SUPPORT; DEPLOYMENT CRITERIA FOR CBRN DECON 
SYSTEMS AND UNIDEC LOGISTICS; TRIAGE AND PRE-DECONTAMINATION 
HEALTH MANEUVERS IN PERMISSIVE AND SEMI-PERMISSIVE ENVIRONMENTS; 
COMPLETION OF THE MEDICAL REPORT FORM, AND PRELIMINARY HEALTH 
PROCEDURES FOR DISMISSAL TO THE HOSPITAL. 

COURSE STRUCTURE 
AND OUTLINE 
 

THE COURSE IS DIVIDED INTO FOUR TRAINING MODULES: CBRN RISK; 
HEALTHCARE MANAGEMENT; UNIDEC; INFECTIOUS DISEASE MANAGEMENT. 
IT INCLUDES BOTH MAINLY THEORETICAL CLASSROOM LECTURES AND 
PRACTICAL WORKSHOPS AT THE NU.BI.CH. TRAINING AREA, AS WELL AS A 
FULL-DAY EDUCATIONAL VISIT TO THE NATIONAL INSTITUTE FOR 
INFECTIOUS DISEASES “LAZZARO SPALLANZANI”, IN ROME. 
OUTLINE COURSE SYLLABUS: 
- DISEASES CAUSED BY BIOLOGICAL AGENTS; 
- EFFECTS OF IONIZING RADIATION; 
- EFFECTS OF CHEMICAL AGENTS; 
- PRINCIPLES AND TOOLS FOR C/R DETECTION; 
- NATO STANDARD AMedP-7.1 PUBLICATION; 
- OUTLINES OF RADIOBILOGY, BIO-DOSIMETRY, AND THE "METREPOL" 

SYSTEM; 
- PROTECTION ACTIVITIES IN A RESIDENTIAL ROOM; PRACTICAL 

ACTIVITIES WITH C/R INSTRUMENTS; 
- UNIDEC MODULE (DECONTAMINATION UNIT) BY ARES 118 (COMPLEX 

OPERATIONAL UNIT FOR MAJOR EVENTS AND MAXI-EMERGENCIES); 

- MAXI-EMERGENCY EXERCISE. 

 
DURATION 
 

2 WEEKS (10 WORKING DAYS). 

NUMBER OF PLACES 
AVAILABLE TO 
INTERNATIONAL 
STUDENTS 

MAXIMUM NUMBER OF ATTENDEES IS 25 (THE COURSE WILL BE HELD WHIT A 
MINIMUN OF 10 ATTENDEES). 

ADMISSION 
REQUIREMENTS 

THE COURSE IS HELD IN ENGLISH, NATO SLP 2/2/2/2 REQUIRED. 
MILITARY MEDICAL AND NURSING PERSONNEL. 

PARTICIPATION OF 
STUDENTS FROM 
NON-NATO 
COUNTRIES  

NO. 

BOARD AND LODGING 
AT MILITARY 
FACILITES 

MEALS ARE INCLUDED. 

NOTES 

NON-ALLIED COUNTRIES AND NATO PARTNERS (BELONGING TO THE PFP, MD, 
ICI, PAG AGREEMENTS) WILL BE ABLE TO ATTEND AD HOC COURSES 
EXCLUSIVELY FOLLOWING AN EXPLICIT FEASIBILITY/SUSTAINABILITY 
ASSESSMENT CARRIED OUT BY THIS INSTITUTE AT THE REQUEST OF THE 
DEFENCE GENERAL STAFF. 

 
 

JOINT NBC DEFENCE SCHOOL (RIETI) 
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CODE SMD 06 

COURSE NAME  

 
COURSE ON OPERATIONAL MANAGEMENT AND RESPONSE TO INCIDENTS 
INVOLVING WEAPONS OF MASS DESTRUCTION. 
 

 
INSTITUTE  
 

ITALIAN JOINT NBC DEFENCE SCHOOL  

COURSE OBJECTIVES  

 
TO PROVIDE ATTENDANTS WITH TECHNICAL AND OPERATIONAL TRAINING FOR 
MANAGING EMERGENCIES RELATED TO WMD (WEAPONS OF MASS DESTRUCTION) 
RISKS, WITH THE AIMS OF DEVELOPING A COMPREHENSIVE UNDERSTANDING 
OF THE NATURE OF CHEMICAL, BIOLOGICAL, AND RADIOLOGICAL RISKS, AS 
WELL AS THE RELEVANT INTERNATIONAL LEGAL FRAMEWORK (CWC AND BWC 
TREATIES). THE COURSE IS DESIGNED TO TRAIN PERSONNEL IN THE 
PROFICIENT USE OF DETECTION INSTRUMENTATION, PROTECTIVE EQUIPMENT, 
AND DECONTAMINATION PROCEDURES. TO PRESENT THE OPERATIONAL 
CAPABILITIES DEPLOYABLE BY THE ITALIAN AIR FORCE IN AIRCRAFT 
DECONTAMINATION AND OPERATIONAL ACTIVITIES WITHIN CBR CONTAMINATED 
ENVIROMENTS. TO ILLUSTRATE THE OPERATIONAL CAPABILITIES OF THE 
ITALIAN NAVY IN DECONTAMINATION PROCESS AND RESPONSE ACTIVITIES IN 
THE EVENT OF CBR EVENTS. 
 

COURSE STRUCTURE 
AND OUTLINE 
 

 
THE COURSE IS DIVIDED INTO TEACHING MODULES, INCLUDING FRONTAL 
LESSONS ON RISK DEFINITIONS AND THE STUDY OF INTERNATIONAL 
TREATIES. IT INCLUDES PRACTICAL TRAINING WITH SESSIONS ON THE USE 
OF PROTECTIVE EQUIPMENT AND CBR INSTRUMENTS. FIELD ACTIVITIES 
USING SEARCH TECHNIQUES IN CONTAMINATED AREAS AND MANAGEMENT OF A 
DECONTAMINATION LINE 
EDUCATIONAL VISITS TO NATIONAL CENTERS OF EXCELLENCE 
 

 
DURATION 
 

3 WEEKS (15 WORKING DAYS) FROM (TBD) TO (TBD) 

NUMBER OF PLACES 
AVAILABLE TO 
INTERNATIONAL 
STUDENTS 

MAXIMUM NUMBER OF ATTENDEES IS 30 (THE COURSE WILL BE ACTIVATED 
WHIT A MINIMUN OF 6 ATTENDEES) 

ADMISSION 
REQUIREMENTS 

THE COURSE IS HELD IN ENGLISH, NATO SLP 2/2/2/2 REQUIRED. 
CBRN DEFENCE KNOWLEDGE OR EXPERIENCE ABOUT CBRN MATTER ARE 
EXPECTED 

PARTICIPATION OF 
STUDENTS FROM 
NON-NATO 
COUNTRIES  

NO 
 

BOARD AND LODGING 
AT MILITARY 
FACILITES 

MEALS ARE INCLUTED 

NOTES 

NON-ALLIED COUNTRIES AND NATO PARTNERS (BELONGING TO THE PFP, MD, 
ICI, PAG AGREEMENTS) WILL BE ABLE TO ATTEND AD HOC COURSES 
EXCLUSIVELY FOLLOWING AN EXPLICIT FEASIBILITY/SUSTAINABILITY 
ASSESSMENT CARRIED OUT BY THIS INSTITUTE AT THE REQUEST OF THE 
DEFENCE GENERAL STAFF. 

 
 
 

JOINT NBC DEFENCE SCHOOL (RIETI) 
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JOINT NBC DEFENCE SCHOOL (RIETI) 

 
CODE 
 

SMD 07 

 
COURSE NAME 
 

OP 4 “CBRN OPERATIONAL SAMPLING COURSE”  

 
INSTITUTE 
 

ITALIAN JOINT NBC DEFENCE SCHOOL 

COURSE 
OBJECTIVES 

 
TO PROVIDE SPECIALIZED CBRN STAFF WITH THEORETICAL AND PRACTICAL 
KNOWLEDGE OF THE PROCEDURES FOR COLLECTION AND MANAGEMENT OF CBR 
SAMPLES, AS REGULATED BY AEP-66. 
 

COURSE STRUCTURE 
AND OUTLINE  
 

THE COURSE IS DIVIDED IN 2 PHASES: 1- EDUCATIONAL MODULE, IT 
INCLUDES CBR THEORETICAL TOPICS; 2- PRACTICAL MODULE, IT IS A 
PRACTISING PHASE PERFORMED ON THE FIELD AND THE ATTENDANTS ARE 
DIVIDED IN OPERATING TEAMS.  
PROGRAMME OUTLINE: 
- TO KNOW AND USE THE EQUIPMENT AND MATERIALS NECESSARY FOR 

SAMPLING; 
- TO PLAN THE TEAM MEMBERS ACTIVITY TO APPROACH THE SAMPLING 

AREA; 
- TO TAKE CBR SAMPLES IN DIFFERENT MATRIXES AERIAL, LIQUID AND 

SOLID; 
- TO COMPLETE DOCUMENTATION AND MESSAGING IN ACCORDANCE WITH 

NATO ATP-45; 
- TO ACQUIRE CRITERIA AND PROCEDURES TO MANAGE AND SEND SAMPLES 

TO THE LABORATORIES. 
 
DURATION  
 

2 WEEKS (10 WORKING DAYS) FROM (TBD) TO (TBD) 

 
NUMBERS OF 
PLACES AVAILABLE 
TO INTERNATIONAL 
STUDENTS 

 
MAXIMUM NUMBER OF ATTENDEES IS 24 (THE COURSE WILL BE ACTIVATED 
WHIT A MINIMUN OF 6 ATTENDEES) 

ADMISSION 
REQUIREMENTS 

THE COURSE IS HELD IN ENGLISH, NATO SLP 2/2/2/2 REQUIRED. 
THE FOREIGN STUDENTS MUST BE CBRN UNITS MEMBERS OR EXPERIENCED IN 
CBRN ISSUES 

PARTICIPATION OF 
STUDENTS FROM 
NON-NATO 
COUNTRIES  

NO 

BOARD AND 
LODGING AT 
MILITARY 
FACILITES 

MEALS ARE INCLUTED 

  
NOTES 
 

NON-ALLIED COUNTRIES AND NATO PARTNERS (BELONGING TO THE PFP, MD, 
ICI, PAG AGREEMENTS) WILL BE ABLE TO ATTEND AD HOC COURSES 
EXCLUSIVELY FOLLOWING AN EXPLICIT FEASIBILITY/SUSTAINABILITY 
ASSESSMENT CARRIED OUT BY THIS INSTITUTE AT THE REQUEST OF THE 
DEFENCE GENERAL STAFF. 
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JOINT NBC DEFENCE SCHOOL (RIETI) 

 
CODE 
 

SMD 08 

 
COURSE NAME 
 

OP 4.1 FORENSIC CBR SAMPLING COURSE. 

 
INSTITUTE 
 

ITALIAN JOINT NBC DEFENCE SCHOOL 

COURSE OBJECTIVES 

 
PROVIDE PERSONNEL, WHO HAVE ALREADY ATTENDED NATO CBRN COURSES 
WITH THE SKILLS TO CARRY OUT FORENSIC TECHNICAL ACTIVITIES 
(FORENSIC EXPLOITATION) THROUGH THE USE OF PROCEDURES THAT 
INVOLVE THE USE OF FORENSIC LAMPS, FINGERPRINT POWDER, LASER 
SCANNERS, AS WELL AS THE USE OF PHOTOGRAPHIC SURVEYS, THE 
DRAFTING OF PLANIMETRIES AND DOCUMENTATION OF THE CHAIN OF 
CUSTODY OF ITEMS IN AN ENVIRONMENT POTENTIALLY CONTAMINATED BY 
CBRN AGENTS. THE ACTIVITIES CARRIED OUT WITH THE FORENSIC 
METHODOLOGY HAVE THE PURPOSE OF BEING EVALUATED IN A 
JURISDICTIONAL CONTEXT FOR A POSSIBLE USES ATTRIBUTION TO STATE 
AND NON-STATE ACTORS OF LETHAL AGENTS OR WEAPONS OF MASS 
DESTRUCTION. 
 

COURSE STRUCTURE 
AND OUTLINE 
 

 
THE COURSE IS DIVIDED INTO FIVE TEACHING MODULES AND INCLUDES A 
FIRST, MAINLY THEORETICAL, PHASE AND A SECOND, MAINLY PRACTICAL, 
PHASE CONDUCTED IN THE FIELD BY STUDENTS DIVIDED INTO TEAMS. 
OUTLINE OF THE COURSE: 
 TECHNICAL-SCIENTIFIC AREA, WHICH INCLUDES THEORETICAL AND 

PRACTICAL LESSONS ON FORENSIC INVESTIGATION ACTIVITIES IN 
CONTAMINATED ENVIRONMENTS; 

 INTEGRATION OF CIVIL AND MILITARY DEFENSE AND LESSONS LEARNED 
FROM JOINT EXERCISES; 

 CONVENTIONAL AND IMPROVISED DISPERSION/DEMO SYSTEMS, 
THEORETICAL LESSONS AND PRACTICAL TRAINING IN FORENSIC 
ACTIVITIES IN THESE TYPES OF SCENARIOS; 

 PRACTICAL EXERCISES BY THE SIBRA FORENSE TEAM; 
 IN-DEPTH EDUCATIONAL VISITS TO THE INSTITUTE OF BIOMEDICAL 

SCIENCES (ROME) AND THE INTEFORZE LOGISTICS TECHNICAL CENTER 
CIVITAVECCHIA). 
 

DURATION  

 
4 WEEKS (20 WORKING DAYS) FROM (TO BE DEFINED) TO (TO BE 
DEFINED). 

 
NUMBERS OF PLACES 
AVAILABLE TO 
INTERNATIONAL 
STUDENTS 

MAXIMUM NUMBER OF ATTENDEES IS 16 (THE COURSE WILL BE ACTIVATED 
WHIT A MINIMUN OF 6 ATTENDEES). 

ADMISSION 
REQUIREMENTS 

 
THE COURSE IS HELD IN ENGLISH, NATO SLP 2/2/2/2 REQUIRED. 
PERSONNEL BELONGING TO SPECIALIZED CBRN UNITS (PREVIOUS 
EXPERIENCE IN THE CBRN FIELD) OR SPECIALIZED IN SCIENTIFIC 
SAMPLING AND REPORTING. 
 

PARTICIPATION OF 
STUDENTS FROM 

NO. 
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NON-NATO 
COUNTRIES 
BOARD AND LODGING 
AT MILITARY 
FACILITES 

MEALS ARE INCLUDED. 

 
 NOTES 
 

NON-ALLIED COUNTRIES AND NATO PARTNERS (BELONGING TO THE PFP, MD, 
ICI, PAG AGREEMENTS) WILL BE ABLE TO ATTEND AD HOC COURSES 
EXCLUSIVELY FOLLOWING AN EXPLICIT FEASIBILITY/SUSTAINABILITY 
ASSESSMENT CARRIED OUT BY THIS INSTITUTE AT THE REQUEST OF THE 
DEFENCE GENERAL STAFF. 
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JOINT INTELLIGENCE AND EW TRAINING CENTRE (CIFIGE)  

CODE SMD 09 

COURSE TITLE 
 
OPEN SOURCE INTELLIGENCE SEMINAR 
 

INSTITUTE 
JOINT INTELLIGENCE TRAINING CENTER  
PHONE OFFICE: +39 06.469128388  
EMAIL: RIS.CIFIGE.STUDI3SZ@SMD.DIFESA.IT 

AIM 
 

OVERVIEW OF TECHNIQUES AND TOOLS FOR RESEARCHING AND ANALYSING 
INFORMATION FROM OPEN SOURCE WITH PARTICULAR FOCUS ON THOSE 
AVAILABLE ON THE INTERNET. 

LAST 5 DAYS 

LANGUAGE 
ENGLISH 
 

N° SEAT AVAILABLE 
FOR PARTICIPANTS 

MINIMUM 6 – MAXIMUM 16 
 

REQUIREMENT FOR 
PATICIPATION 

- ENGLISH LANGUAGE 
- SYSTEMS AND MS OFFICE APPLICATION  

- MAIN INTERNET BROWSER (CHROME, EDGE, FIREFOX) 

POSSIBILITY TO 
ENTER IN THE 
INSTITUTE TO 
PARTICIPANTS COMING 
FROM NON - NATO OR 
UE COUNTRIES  

YES 

ANY FUTHER 
INFORMATION 

// 
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STELMILIT - ITALIAN ARMED FORCES SCHOOL OF 
TELECOMMUNICATIONS (CHIAVARI) 

CODE SMD 14 

 
COURSE NAME 
 

 
CORSO VULNERABILITY ASSESSMENT (V.A.) 
 

INSTITUTE 
SCUOLA TELECOMUNICAZIONI FF.AA. - CHIAVARI.  
POC +39 0185.3334509 

COURSE PURPOSE 

TO PROVIDE PERSONNEL WORKING IN THE FIELD OF CYBER DEFENCE WITH 
KNOWLEDGE OF THE SECURITY VULNERABILITIES OF APPLICATIONS AND 
NETWORK DEVICES AND TO HAVE TECHNIQUES FOR THEIR DETECTION 
ACQUIRED IN ORDER TO: 
 
 TO CONTEXTUALIZE THE EXISTENCE OR NOT OF A VULNERABILITY 

THAT CAN BE EXPLOITED WITH RESPECT TO SPECIFIC ASSETS; 
 IDENTIFY ACCORDING TO WHICH PRIORITIES TO IMPLEMENT THE 

VARIOUS COUNTERMEASURES AND RISK REDUCTION MEASURES, BASED 
ON THE ASSESSMENT OF THE SECURITY CONFIGURATION OF THE 
INFRASTRUCTURE ICT (ANALYSIS OF THE VULNERABILITIES PRESENT 
IN IT AND NOT "PATCHED") 

 
COURSE LENGTH AND 
DATE 
 

3 WEEKS IN ATTENDANCE 

LANGUAGE 
 
ITALIAN/ENGLISH 
 

 
NO. OF PLACES FOR 
FOREIGNERS 
 

min 5 max 10 DETERMINED BY THE DEFENCE JOINT STAFF 

ADMISSION 
REQUIREMENTS 

STUDENTS SHOULD HAVE A GOOD KNOWLEDGE OF: 
- SERVER OPERATING SYSTEMS (MICROSOFT WINDOWS/LINUX); 
- DEVICES SWITCHES AND ROUTERS; 
- NETWORK PROTOCOLS (TCP/IP); 
- VMWARE WORKSTATION VIRTUALBOX. 
TECHNICAL ENGLISH. 

 
POSSIBILITY OF 
ACCESS TO NON-NATO 
COUNTRIES 
 

YES 

 
SERVICES (MESS 
AND ACCOMODATION 
AT MILITARY 
FACILITIES) 
 

LUNCH ARE CHARGED AND AVAILABLE MONDAY THROUGH FRIDAY AT THE 
INSTITUTE’S MESS 

 
ANY OTHER BUSINESS 
 

// 
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STELMILIT - ITALIAN ARMED FORCES SCHOOL OF 
TELECOMMUNICATIONS (CHIAVARI) 

 
CODE 
 

SMD 15 

 
COURSE NAME 
 

 
COURSE CYBER NETWORK PROTECTION 
 

INSTITUTE 

 
SCUOLA TELECOMUNICAZIONI FF.AA. - CHIAVARI.  
POC +39 0185.3334509 
 

COURSE PURPOSE 

TO PROVIDE THE PERSONNEL THAT OPERATE IN THE FIELD OF CYBER 
DEFENCE, THROUGH THE USE OF A VIRTUAL SIMULATED ENVIRONMENT, THE 
NOTIONS, TECHNIQUES AND TOOLS TO PROTECT THE INFOSTRUCTURE FROM 
UNFORESEEN OR DELIBERATE EVENTS, INTERNAL OR PRODUCED BY THE 
ATTACKER. 

COURSE LENGTH AND 
DATE 

2 WEEKS IN ATTENDANCE 

LANGUAGE ITALIAN/ENGLISH 
NO. OF PLACES FOR 
FOREIGNERS 

MIN 5 MAX 10 DETERMINED BY THE DEFENCE JOINT STAFF 

ADMISSION 
REQUIREMENTS 

STUDENTS SHOULD HAVE A GOOD KNOWLEDGE OF: 
- SERVER OPERATING SYSTEMS (MICROSOFT WINDOWS/LINUX); 
- DEVICES SWITCHES AND ROUTERS; 
- NETWORK PROTOCOLS (TCP/IP); 
- HOSTED HYPERVISOR (VMWARE WORKSTATION/VIRTUALBOX) 
 
TECHNICAL ENGLISH 

 
POSSIBILITY OF 
ACCESS TO NON-
NATO COUNTRIES 
 

YES 

SERVICES (MESS 
AND ACCOMODATION 
AT MILITARY 
FACILITIES) 

LUNCH ARE CHARGED AND AVAILABLE MONDAY THROUGH FRIDAY AT THE 
INSTITUTE’S MESS 

ANY OTHER 
BUSINESS 

// 
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CODE SMD 16 

COURSE TITLE  TRAINING COURSE FOR INSTRUCTORS OF THE “LOGFAS” SYSTEM  

INSTITUTE  JOINT LOGISTICS TRAINING CENTRE (ROME)  

COURSE OBJECTIVE  

TO TRAIN HIGHLY QUALIFIED INSTRUCTORS, CAPABLE OF DELIVERING 
THEORETICAL AND PRACTICAL KNOWLEDGE ON THE USE OF THE “LOGFAS” 
SYSTEM, WITH A PARTICULAR FOCUS ON THE ANALYSIS OF RESOURCE 
MANAGEMENT PROCESSES, LOGISTIC OPERATIONS PLANNING, AND THE USE 
OF INTEGRATED DIGITAL PLATFORMS TO OPTIMIZE THE MANAGEMENT AND 
COORDINATION OF THE ACTIVITIES. 
THE COURSE IS AIMED AT PROVIDING PARTICIPANTS WITH THE SKILLS AND 
COMPETENCIES REQUIRED TO QUALIFY AS A LOGFAS INSTRUCTOR FOR THE 
“LOGFAS FUNDAMENTALS AND DATA OPERATOR” MODULE. 

COURSE FORMAT AND 
OUTLINE  

THE COURSE IS BOTH THEORETICAL AND PRACTICAL; 
EACH PARTICIPANT WILL BE PROVIDED WITH A PC FOR PRACTICAL ACTIVITIES; 
DURING THE COURSE, BOTH INSTRUCTORS AND PARTICIPANTS WILL PREPARE 
PRESENTATIONS ON THE FOLLOWING TOPICS: 
- LDM, LCM & GEOMAN; 
- REPORTS, FORCES & LOGNET; 
- SPM & ASSETS. 
FINAL ORAL EXAMINATION. 

DURATION AND 
ESTIMATED 
FREQUENCY  

8 WORKING DAYS, ONCE A YEAR.  

SEATS FOR FOREIGN 
PARTICIPANTS  

MINIMUM: 4 PARTICIPANTS – MAXIMUM: 8 PARTICIPANTS  

ACCESS 
REQUIREMENTS  

RANK UP TO LIEUTENANT COLONEL / COMMANDER (NAVY); 
ATTENDANCE OF AT LEAST 4 OF THE FOLLOWING COURSES 
- LOGFAS FUNDAMENTALS AND DATA OPERATOR COURSE; 
- LOGREP OPERATOR COURSE; 
- M&T FUNDAMENTALS OPERATOR; 
- LOGFAS OPERATIONAL MOVEMENT PLANNING COURSE (CORSOM 

OPERATOR); 
- LOGFAS MOVEMENT EXECUTION AND COORDINATION COURSE (EVE 

OPERATOR); 
- LOGFAS STRATEGIC DEPLOYMENT AND MOVEMENT PLANNING COURSE 

(ADAMS OPERATOR); 
- LOGFAS SUSTAINMENT PLANNING AND DISTRIBUTION COURSE (SPM/SDM 

OPERATOR). 
PROVEN EXPERIENCE IN USING THE LOGFAS SYSTEM OR CURRENT/PREVIOUS 
EMPLOYMENT IN NATIONAL OR INTERNATIONAL CELLS AS A SYSTEM 
OPERATOR. 

 CENTRE FOR HIGH DEFENSE STUDIES (CASD) 
JOINT LOGISTICS EDUCATION CENTRE (Ce.FLI) 
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ACCESS FOR 
PARTICIPANTS FROM 
NON-NATO COUNTRIES  

YES, ONLY FOR PfP COUNTRIES.  

FACILITIES OFFERED 
(MEALS AND LODGING 
IN MILITARY 
FACILITIES)  

MEALS AVAILABLE FOR PURCHASE AT THE “CECCHIGNOLA” MILITARY CITY 
MESS HALLS. 

MISCELLANEOUS COURSE LANGUAGE: ITALIAN / ENGLISH  
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COURSE CODE SMD 18 

COURSE TITLE BASIC REMOTE SENSING (BRS) FOR PERSONNEL FROM NON-NATO COUNTRIES 

TRAINING 
INSTITUTION 

ITALIAN JOINT AIR OPERATIONS SCHOOL (ITA JAOS – NATO ACCREDITED 
INSTITUTION) 

AIM OF THE COURSE 
TO PROVIDE ATTENDEES WITH A BASIC OVERVIEW ON PRINCIPLES, 
ACTIVITIES, TECNIQUES AND APPLICATIONS OF REMOTE SENSING IN 
SUPPORT TO OPERATIONAL INFORMATION GATHERING. 

COURSE DESCRIPTION 

THE COURSE IS HELD IN E-LEARNING MODE 

TOPICS OF THE COURSE: 

- REMOTE SENSING PRINCIPLES; 
- CARTOGRAPHY; 
- IMAGERY INTERPRETATION TECHNIQUES; 

- EXAMPLES OF APPLICATION OF REMOTE SENSING DATA. 

COURSE DURATION 
DURATION : 1 WEEK (5 WORKING DAYS). 
PERIOD : TBD 

ATTENDEES 
- MIN: 5; 
- MAX: 20. 

PRE-REQ VERY GOOD KNOWLEDGE OF THE ENGLISH LANGUAGE. 

TRAINING AUDIENCE 

THE COURSE IS FOR PERSONNEL FROM NON-NATO COUNTRIES ONLY. 
 
THE BRS COURSE FOR PERSONNEL FROM NATO COUNTRIES AND NATO BODIES 
IS IN THE ITA JAOS “INTERNATIONAL COURSES CATALOGUE” PUBLISHED 
ON THE “USEFUL DOCUMENTS” PAGE OF THE ITALIAN DEFENCE GENERAL 
STAFF WEBSITE AT THE FOLLOWING LINK: www.jaos.difesa.it 

LOGISTIC 
INFORMATION 

/// 

LANGUAGE ENGLISH 

OTHER INFORMATION ///// 

 
 
 
 
 
 
 
 
 
 
 

ITALIAN JOINT AIR OPERATONS SCHOOL (ITA JAOS) 
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STELMILIT - ITALIAN ARMED FORCES SCHOOL OF 
TELECOMMUNICATIONS (CHIAVARI) 

CODE SMD 20 

COURSE NAME CYBER THREAT HUNTING COURSE 

INSTITUTE 
SCUOLA TELECOMUNICAZIONI FF.AA. - CHIAVARI.  
POC +39 0185.3334509 

COURSE PURPOSE 

TO PROVIDE THE PERSONNEL THAT OPERATE IN THE FIELD OF CYBER 
DEFENCE, THROUGH THE USE OF A VIRTUAL SIMULATED ENVIRONMENT, THE 
NOTIONS, TECHNIQUES AND TOOLS TO PROTECT THE INFOSTRUCTURE 
ASSUMING THE ATTACKER IS ALREADY WITHIN THE PERIMETER. 

COURSE LENGTH AND 
DATE 

2 WEEKS IN ATTENDANCE 

LANGUAGE ENGLISH 
NO. OF PLACES FOR 
FOREIGNERS 

MIN 5 MAX 10 DETERMINED BY THE DEFENCE JOINT STAFF 

ADMISSION 
REQUIREMENTS 

ATTENDEES SHOULD HAVE A GOOD KNOWLEDGE OF PROGRAMMING KNOWLEDGE, 
USE OF NETWORK DEVICES (SWITCH/ROUTER), KNOWLEDGE OF TCP/IP AND 
WIRESHARK NETWORK ANALYSIS SOFTWARE, USE OF MICROSOFT 
WINDOWS/LINUX SERVER OPERATING SYSTEMS AND VMWARE 
WORKSTATION/VIRTUALBOX VIRTUALIZATION SOFTWARE. 
TECHNICAL ENGLISH. 

POSSIBILITY OF 
ACCESS TO NON-
NATO COUNTRIES 

YES 

SERVICES (MESS 
AND ACCOMODATION 
AT MILITARY 
FACILITIES) 

LUNCH ARE CHARGED AND AVAILABLE MONDAY THROUGH FRIDAY AT THE 
INSTITUTE’S MESS 

ANY OTHER 
BUSINESS 

// 
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CODE 
 

SMD 21 

 
COURSE NAME 
 

COMPUTER SECURITY INCIDENT RESPONSE TEAM (CSIRT) 

INSTITUTE 
SCUOLA TELECOMUNICAZIONI FF.AA E POLO FORMATIVO CYBER CHIAVARI. 
POC +39 0185.3334509 
 

COURSE PURPOSE 

PROVIDE PERSONNEL DESTINED TO OPERATE IN THE FIELD OF CYBER 
DEFENCE WITH THE ORGANISATIONAL MODELS ON WHICH THEY CAN CREATE 
A CSIRT AND THE PROCEDURES FOR IMPLEMENTING THE MANAGEMENT AND 
ANALYSIS SERVICES OF REPORTS OF EVENTS RELEVANT TO THE SECURITY 
OF THE INFORMATION SYSTEMS OF THEIR CONSTITUENCY AND THE 
PRODUCTION OF ALERTS, BULLETINS AND NEWS. 

COURSE LENGTH AND 
DATE 

2 WEEKS IN ATTENDANCE. 

LANGUAGE ITALIAN/ENGLISH 
NO. OF PLACES FOR 
FOREIGNERS 

MAX 12. DETERMINED BY THE DEFENCE JOINT STAFF. 

ADMISSION 
REQUIREMENTS 

THE ATTENDING STAFF MUST HAVE A GOOD KNOWLEDGE OF PROGRAMMING 
NOTIONS, USE OF NETWORK DEVICES (SWITCHES/ROUTERS), NOTIONS OF 
TCP/IP AND WIRESHARK NETWORK ANALYSIS SOFTWARE, USE OF MICROSOFT 
WINDOWS/LINUX SERVER OPERATING SYSTEMS AND VMWARE 
WORKSTATION/VIRTUALBOX VIRTUALIZATION SOFTWARE. TECHNICAL 
ENGLISH 

POSSIBILITY OF 
ACCESS TO NON-NATO 
COUNTRIES 

YES 

SERVICES (MESS AND 
ACCOMODATION AT 
MILITARY 
FACILITIES) 

LUNCH ARE CHARGED AND AVAILABLE MONDAY THROUGH FRIDAY AT THE 
INSTITUTE’S MESS. 

ANY OTHER BUSINESS // 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

STELMILIT - ITALIAN ARMED FORCES SCHOOL OF 
TELECOMMUNICATIONS (CHIAVARI) 
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CODE SMD 22 

COURSE NAME DIGITAL FORENCSIS 

INSTITUTE 
SCUOLA TELECOMUNICAZIONI FF.AA E POLO FORMATIVO CYBER CHIAVARI. 
POC +39 0185.3334509 

COURSE PURPOSE 

THE COURSE AIMS TO PROVIDE STUDENTS WITH THE NECESSARY SKILLS IN 
THE FIELD OF DIGITAL FORENSICS, ON THEORETICAL, TECHNICAL 
ASPECTS, METHODOLOGIES AND LEGAL REGULATIONS THAT THOSE WORKING 
IN THE SECTOR MUST COMPLY WITH. 

COURSE LENGTH AND 
DATE 

3 WEEKS IN ATTENDANCE. 

LANGUAGE ITALIAN/ENGLISH 

NO. OF PLACES FOR 
FOREIGNERS 

MAX 12. 

ADMISSION 
REQUIREMENTS 

// 

POSSIBILITY OF 
ACCESS TO NON-NATO 
COUNTRIES 

YES 

SERVICES (MESS AND 
ACCOMODATION AT 
MILITARY 
FACILITIES) 

LUNCH ARE CHARGED AND AVAILABLE MONDAY THROUGH FRIDAY AT THE 
INSTITUTE’S MESS. 

ANY OTHER BUSINESS // 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

STELMILIT - ITALIAN ARMED FORCES SCHOOL OF 
TELECOMMUNICATIONS (CHIAVARI) 
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CODE 
 

SMD 23 

 
COURSE NAME 
 

MALWARE ANALYSIS 

INSTITUTE 
SCUOLA TELECOMUNICAZIONI FF.AA E POLO FORMATIVO CYBER CHIAVARI. 
POC +39 0185.3334509 

COURSE PURPOSE 
THE COURSE AIMS TO INTRODUCE LEARNERS TO MODERN MALWARE ANALYSIS 
TECHNIQUES AND PROVIDE THE SKILLS AND TOOLS TO PERFORM BOTH 
STATIC AND DYNAMIC ANALYSIS OF REAL AND CURRENT MALWARE SAMPLES. 

 
COURSE LENGTH AND 
DATE 
 

3 WEEKS IN ATTENDANCE. 

 
LANGUAGE 
 

 
ITALIAN/ENGLISH 

 
NO. OF PLACES FOR 
FOREIGNERS 
 

MAX 12. DETERMINED BY THE DEFENCE JOINT STAFF. 

 
ADMISSION 
REQUIREMENTS 
 

// 

 
POSSIBILITY OF 
ACCESS TO NON-NATO 
COUNTRIES 
 

YES 

 
SERVICES (MESS AND 
ACCOMODATION AT 
MILITARY 
FACILITIES) 
 

LUNCH ARE CHARGED AND AVAILABLE MONDAY THROUGH FRIDAY AT THE 
INSTITUTE’S MESS. 

 
ANY OTHER BUSINESS 
 

// 

 
 
 
 
 
 
 
 
 
 
 
 

STELMILIT - ITALIAN ARMED FORCES SCHOOL OF 
TELECOMMUNICATIONS (CHIAVARI) 
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CENTRE FOR HIGH DEFENSE STUDIES (CASD) 
JOINT LOGISTICS EDUCATION CENTRE (Ce.FLI) 

 
 

CODE SMD 24  

COURSE 
ADVANCED TRAINING COURSE/MASTER IN SECURITY AND EMERGENCY 
LOGISTICS (M-LSE) 

INSTITUTE JOINT LOGISTICS EDUCATION CENTRE – (Ce.FLI) 

COURSE OBJECTIVES 

THE ADVANCED TRAINING COURSE/MASTER IS AIMED TO HIGHLY QUALIFIED 
PERSONNEL. THE COURSE PROVIDES PARTICIPANTS WITH KNOWLEDGE, 
SKILLS AND TOOLS THAT ALLOW THEM TO DEVELOP, PROMOTE AND 
COMMUNICATE STRATEGIES AND SOLUTIONS TO LOGISTICS PROBLEMS IN 
ORDER TO BEST ADDRESS CRISIS OR EMERGENCY SITUATIONS. THE COURSE 
PROVIDES ATTENDEES WITH THE SPECIFIC SKILLS OF A DISASTER 
MANAGER, A PROFESSIONAL CAPABLE OF DEVELOPING AND INTERPRETING 
EMERGENCY PLANS IN THE CIVIL PROTECTION SECTOR. 

COURSE 
CONFIGURATION 

THE COURSE GIVES A HOLISTIC APPROACH TO THE FOLLOWING TOPICS: 

- INTERNATIONAL RELATIONSHIPS AND ANALYSIS OF CONTEMPORARY 
SOCIAL PHENOMENA; 

- NATIONAL AND EUROPEAN EMERGENCY RESPONSE STRUCTURE; 
- STRATEGIC SCIENCES AND OPERATIONS PLANNING; 
- LEADERSHIP AND GOVERNANCE OF EMERGENCIES;  
- RISK AND DISASTER MANAGEMENT;  
- IDENTIFICATION OF CRITICAL INFRASTRUCTURES;  
- LOGISTIC AND ECONOMIC OVERVIEW ON STRATEGIC AND TERRITORIAL 

TRANSPORT SYSTEMS;  
- LOGISTIC PROCESSES AND EMERGENCY SUPPLY CHAINS;  
- EMERGENCY PROCUREMENT: LEGAL SYSTEM AND CONTRACTUAL 

IMPLICATIONS OF EMERGENCIES;  
- EMERGENCY LEGISLATION AND EMERGENCY MANAGEMENT;  
- PSYCHOLOGY OF EMERGENCIES;  
- CRISIS COMMUNICATION;  
- EXERCISES. 

COURSE LENGHT 

- THE COURSE LASTS ONE ACADEMIC YEAR;  
- 60 UNIVERSITY TRAINING CREDITS (CFU)WILL BE PROVIDED;  
- NO LESS THAN 300 HOURS DEDICATED TO FACE-TO-FACE TEACHING 

ACTIVITIES IN PRESENCE OR IN "REMOTE" MODE;  
- FACE-TO-FACE/REMOTE LESSONS ON FRIDAYS FROM 08:30 TO 18:30; 
- A SESSION OF APPROXIMATELY 4 WEEKS IN PRESENCE AT THE CEFLI 

HEADQUARTERS IS PLANNED, WHERE EDUCATIONAL VISITS TO VARIOUS 
LOCATIONS/SITES OF INTEREST WILL ALSO BE CARRIED OUT. 

FOREIGN STUDENTS 5 PARTICIPANTS 
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PRE- REQUISITES 

THE TRAINING IS AIMED AT ARMED FORCES OFFICERS AND CIVIL SERVANTS 
AND MANAGERS OF THE MINISTRY OF DEFENSE. PARTICIPANTS NEED THE 
FOLLOWING REQUIREMENTS:  

- MASTER'S DEGREE; 
- GOOD KNOWLEDGE OF THE ITALIAN LANGUAGE (FOR FOREIGN 

ATTENDEES); 
- GOOD KNOWLEDGE OF THE ENGLISH LANGUAGE, POSSIBLY CERTIFIED 

WITH STANDARDIZED LANGUAGE PROFICIENCY (SLP 2–2-2-2). 

NON-NATO COUNTRIES 
PERSONNEL 

THE COURSE DOES NOT CONTAIN ANY CONFIDENTIAL OR CLASSIFIED 
INFORMATION AND CAN ALSO BE DELIVERED TO ATTENDEES FROM NON-NATO 
COUNTRIES. 

FACILITIES LUNCH AT MILITARY FACILITIES. 

MISCELLANEOUS 
LANGUAGE OF DEVELOPMENT: ITALIAN / ENGLISH.  
FROM A.A. 2027/28 THE COURSE/MASTER WILL BE TAUGHT IN ENGLISH.  
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CODE SMD 25 

COURSE TITLE 
ADVANCED TRAINING COURSE/MASTER IN COMPLEX TRASPORT: LOGISTICS, 
SAFETY AND SECURITY RISK MANAGEMENT 

INSTITUTE JOINT LOGISTICS EDUCATION CENTRE – (CE.FLI) 

COURSE OBLECTIVES 

THE ADVANCED TRAINNG COURSE/MASTER IS AIMED AT MASTER'S GRADUATE 
STUDENTS AND IT PROVIDES THE SKILLS TO TACKLE TASKS IN THE FIELD 
OF COMPLEX TRANSPORT AND INTERMODAL LOGISTIC, PROJECT MANAGEMENT 
OF LOGISTICS INFRASTRUCTURES AND SECURITY OF CRITICAL TRANSPORT 
INFRASTRUCTURES AS PORT, RAILWAY AND AIRPORT AND THEIR MANAGEMENT. 
IT AIMS TO TRAIN A PROFESSIONAL FIGURE CAPABLE OF SETTING POLICIES 
AND MANAGING INTEGRATED PROCESSES INTHE FIELD OF DISTRIBUTION 
LOGISTICS. THE COURSE AIMS TO PROVIDE HIGH-LEVEL TRAINING TO 
ENGINEERS, ECONOMISTS, LAWYERS, GRADUATES IN INTERNATIONAL 
SECURITY AND STRATEGIC SCIENCES DESTINED TO MANAGERIAL ROLES IN 
THE FIELD OF COMPLEX LOGISTICS. 

COURSE 
CONFIGURATION 

 
THE ADVANCED TRAINING COURSE/MASTER'S DEGREE EXPLORES THE 
FOLLOWING TOPICS: 

- COMPLEX LOGISTICS SYSTEMS AND MANAGEMENT OF CRITICAL 
INFRASTRUCTURES; 

- INFORMATION SECURITY MANAGEMENT: GOVERNANCE, RISK MANAGEMENT 
AND ACCIDENT PREVENTION. AIRPORT/AIR AND PORT SECURITY; 

- STANDARDIZATION; 
- CIVIL/MILITARY TRANSPORT;  
- TRANSPORTATION LAW – NATIONAL AND INTERNATIONAL REGULATIONS. 

CUSTOMS REGULATIONS; 
- TRANSPORT ECONOMICS AND POLICY. SUPPLY CHAIN MANAGEMENT. 

 
 

COURSE LENGHT 

- THE COURSE LASTS ONE ACADEMIC YEAR;  
- 60 UNIVERSITY TRAINING CREDITS (CFU)WILL BE PROVIDED;  
- NO LESS THAN 300 HOURS DEDICATED TO FACE-TO-FACE TEACHING 

ACTIVITIES IN PRESENCE OR IN "REMOTE" MODE;  
- FACE-TO-FACE/REMOTE LESSONS ON FRIDAYS FROM 09:00 TO 19:00; 
- A SESSION OF APPROXIMATELY 4 WEEKS IN PRESENCE AT THE CEFLI 

HEADQUARTERS IS PLANNED, WHERE EDUCATIONAL VISITS TO VARIOUS 
LOCATIONS/SITES OF INTEREST WILL ALSO BE CARRIED OUT. 

FOREIGN STUDENTS 10 PARTICIPANTS 

CENTRE HIGHER DEFENSE STUDIES (CASD) 
JOINT LOGISTICS EDUCATION CENTRE (Ce.FLI) 
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PRE - REQUISITES 

THE TRAINING IS AIMED AT ARMED FORCES OFFICERS AND CIVIL SERVANTS 
AND MANAGERS OF THE MINISTRY OF DEFENSE. PARTICIPANTS NEED THE 
FOLLOWING REQUIREMENTS:  

- MASTER'S DEGREE; 
- GOOD KNOWLEDGE OF THE ITALIAN LANGUAGE (FOR FOREIGN 

ATTENDEES); 
- GOOD KNOWLEDGE OF THE ENGLISH LANGUAGE, POSSIBLY CERTIFIED 

WITH STANDARDIZED LANGUAGE PROFICIENCY (SLP 2–2-2-2). 

NON-NATO COUNTRIES 
PERSONNEL 

THE COURSE DOES NOT CONTAIN ANY CONFIDENTIAL OR CLASSIFIED 
INFORMATION AND CAN ALSO BE DELIVERED TO ATTENDEES FROM NON-NATO 
COUNTRIES. 

FACILITIES LUNCH AT MILITARY FACILITIES. 

MISCELLANEOUS 
LANGUAGE OF DEVELOPMENT: ITALIAN / ENGLISH. FROM A.A. 2027/28 THE 
COURSE/MASTER WILL BE TAUGHT IN ENGLISH. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

28 
 

 

CODE SMD 26 

COURSE TITLE CYBER DOMAIN AND ELECTROMAGNETISM 

INSTITUTE 
DEFENSE CYBER TRAINING CENTER AT CENTRE FOR HIGHER DEFENCE 
STUDIES- SCHOOL OF ADVANCED DEFENCE STUDIES(CASD/SUOSS) 

COURSE OBLECTIVES 

TO UNDERSTAND, ANALYZE, AND MANAGE THE OPERATIONAL, TECHNOLOGICAL, 
AND STRATEGIC DYNAMICS OF THE CYBER DOMAIN AND THE ELECTROMAGNETIC 
SPECTRUM. THE TRAINING PROGRAM AIMS TO DEVELOP INTEGRATED SKILLS 
IN PARTICIPANTS TO ENHANCE THEIR ABILITY TO PREVENT, PROTECT 
AGAINST, DETECT, AND RESPOND TO MULTIDOMAIN THREATS. BY 
ESTABLISHING A HOLISTIC PERSPECTIVE, THE COURSE ENABLES 
PARTICIPANTS TO SUPPORT COMPLEX DECISION-MAKING PROCESSES, PROMOTE 
JOINT AND INTER-AGENCY INTEROPERABILITY, AND DIRECTLY CONTRIBUTE 
TO THE RESILIENCE AND SECURITY OF THE NATIONAL SYSTEM. 

STRUCTURE AND 
GENERAL PROGRAM 

THE COURSE IS IN-PERSON AND CONSISTS OF LECTURES, CONFERENCES, AND 
ROUNDTABLE DISCUSSIONS. 
  
THE COURSE, WHICH LASTS A TOTAL OF THREE WEEKS, WILL COVER THE 
FOLLOWING TOPICS/THEMATIC AREAS: 

 “TECHNICAL AND DOCTRINAL INTRODUCTION TO THE TWO DOMAINS”; 
 “MULTIDOMAIN THREATS AND ATTACK VECTORS”; 
 “THE CONVERGENCE BETWEEN CYBER AND ELECTRONIC WARFARE”; 
 “ANALYSIS OF ASYMMETRICAL AND HYBRID THREATS AND MODERN ATTACK 

VECTORS”; 
 “OPERATIONAL CAPABILITIES: PREVENTION, DETECTION, AND 

RESPONSE”; 
 “DEFENSE AND MONITORING ARCHITECTURES (SOC/NOC)”; 
 “ELECTRONIC PROTECTION (EP) AND CYBER DEFENSE TECHNIQUES”; 
 “STRATEGIC GOVERNANCE, “DECISION-MAKING AND NATIONAL 

RESILIENCE”; 
 “HIGH-LEVEL MANAGEMENT OF COMPLEX CRISES: STRATEGIC RISK 

MANAGEMENT”; 
 “PROTECTION OF NATIONAL CRITICAL INFRASTRUCTURE”. 

DURATION AND 
SCHEDULED DATES 

3 WEEKS (15 WORKING DAYS, MON–FRI) FEBRUARY 1–19, 2027 

UNIVERSITY CREDITS 
(CFU) 

THE COURSE AWARDS 6 CFU 

NUMBER OF 
PLACES/SEATS 

MAXIMUM 50 

PARTICIPANT 
REQUIREMENTS 

THE COURSE IS AIMED AT MILITARY PERSONNEL, PUBLIC ADMINISTRATION 
OFFICIALS, ICT PROFESSIONALS, AND STRATEGIC DECISION-MAKERS. 

CENTRE FOR HIGHER DEFENCE STUDIES / SCHOOL OF 

ADVANCED DEFENCE(CASD/SUOSS) 
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ADMISSION OF 
PARTICIPANTS FROM 
NON-NATO COUNTRIES 

YES 

LANGUAGE ITALIAN 

ACCOMMODATIONS 
OFFERED (FOOD AND 
LODGING AT 
MILITARY 
FACILITIES) 

ON WORKING DAYS, LUNCHES ARE AVAILABLE FOR A FEE AT THE CASD 
CAFETERIA. NO ACCOMMODATION IS AVAILABLE. 

MISCELLANEOUS // 
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CODE SMD 27 

COURSE TITLE SENIOR LEADER CYBER 

INSTITUTE 
DEFENSE CYBER TRAINING CENTER AT CENTRE FOR HIGHER DEFENCE 
STUDIES- SCHOOL OF ADVANCED DEFENCE STUDIES(CASD/SUOSS) 

COURSE OBLECTIVES 

TO TRAIN STRATEGIC-LEVEL LEADERSHIP CAPABLE OF GUIDING AND 
GOVERNING THE OPERATIONAL, TECHNOLOGICAL, ORGANIZATIONAL, AND 
REGULATORY DYNAMICS OF THE CYBER DOMAIN. THE PROGRAM ENHANCES 
CAPABILITIES IN PREVENTION, ANALYSIS, DECISION-MAKING, AND 
RESPONSE TO CYBER THREATS WITHIN A JOINT, INTERAGENCY, AND 
INTERNATIONAL FRAMEWORK. THE GOAL IS TO DEVELOP A SENIOR 
LEADERSHIP PROFILE CAPABLE OF GUIDING PROCESSES, RESOURCES, AND 
STRATEGIES TO ENHANCE THE RESILIENCE AND SECURITY OF THE NATIONAL 
SYSTEM. 

STRUCTURE AND 
GENERAL PROGRAM 

THE COURSE IS IN-PERSON AND INCLUDES LECTURES, CONFERENCES, AND 
ROUNDTABLE DISCUSSIONS. 
 
THE COURSE, WHICH LAST A TOTAL OF ONE WEEK, WILL COVER THE 
FOLLOWING TOPICS/THEMATIC AREAS: 
 “THE CYBER DOMAIN AND THE NATIONAL STRATEGIC FRAMEWORK”; 
 “REGULATORY FRAMEWORK, COMPLIANCE, AND NATIONAL/EU 

DIRECTIVES”; 
 “CYBER THREAT INTELLIGENCE AND RISK MANAGEMENT”; 
 “CRISIS MANAGEMENT, INTEROPERABILITY, AND RESPONSE”. 

DURATION AND 
SCHEDULED DATES 

1 WEEK (5 WORKING DAYS, MON–FRI) DATES TO BE DEFINED 

UNIVERSITY CREDITS 
(CFU) 

THE COURSE AWARDS 2 CFU 

NUMBER OF 
PLACES/SEATS 

MAXIMUM 40 

PARTICIPANT 
REQUIREMENTS 

THE COURSE IS AIMED AT MILITARY PERSONNEL, EXECUTIVES AND 
OFFICIALS IN PUBLIC ADMINISTRATION, SENIOR ICT PROFESSIONALS, AND 
STRATEGIC DECISION-MAKERS WITH MANAGEMENT RESPONSIBILITIES IN 
CYBER SECURITY GOVERNANCE. THE COURSE IS SPECIFICALLY DESIGNED FOR 
SENIOR EXECUTIVES INVOLVED IN THE DIRECTION, COORDINATION, AND 
SUPERVISION OF CYBER CAPABILITIES, IN THE MANAGEMENT OF DIGITAL 
CRISES, AND IN JOINT, INTER-AGENCY, AND INTERNATIONAL COOPERATION 
PROCESSES, WITH THE GOAL OF STRENGTHENING THEIR STRATEGIC 
LEADERSHIP. 

ADMISSION OF 
PARTICIPANTS FROM 
NON-NATO COUNTRIES 

YES 

LANGUAGE ITALIAN 

CENTRE FOR HIGHER DEFENCE STUDIES / SCHOOL OF 

ADVANCED DEFENCE(CASD/SUOSS) 
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ACCOMMODATIONS 
OFFERED (FOOD AND 
LODGING AT 
MILITARY 
FACILITIES) 

ON WORKING DAYS, LUNCHES ARE AVAILABLE FOR A FEE AT THE CASD 
CAFETERIA. NO ACCOMMODATION IS AVAILABLE. 

MISCELLANEOUS // 
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CODE SMD 28 

COURSE TITLE LEGAD CYBER 

INSTITUTE 
DEFENSE CYBER TRAINING CENTER AT CENTRE FOR HIGHER DEFENCE 
STUDIES- SCHOOL OF ADVANCED DEFENCE STUDIES(CASD/SUOSS) 

COURSE OBLECTIVES 

TO TRAIN PROFESSIONALS CAPABLE OF PROVIDING QUALIFIED LEGAL ADVICE 
IN THE CYBER DOMAIN. THE PROGRAM ENHANCES SKILLS IN REGULATORY 
INTERPRETATION, ASSESSMENT OF THE LEGALITY OF DIGITAL ACTIVITIES, 
AND LEGAL SUPPORT FOR DECISION-MAKING IN THE CONTEXTS OF 
PREVENTION, ANALYSIS, AND RESPONSE TO CYBER THREATS. THE GOAL IS 
TO DEVELOP A KEY PROFILE FOR STRATEGIC AND OPERATIONAL LEGAL 
COMPLIANCE WITHIN A JOINT FORCE, INTER-AGENCY, AND INTERNATIONAL 
FRAMEWORK. 

STRUCTURE AND 
GENERAL PROGRAM 

THE COURSE IS IN-PERSON AND CONSISTS OF LECTURES, CONFERENCES, AND 
ROUNDTABLE DISCUSSIONS. 
THE COURSE, WHICH LAST A TOTAL OF ONE WEEK, WILL COVER THE 
FOLLOWING TOPICS/THEMATIC AREAS: 
 “INTERNATIONAL CYBERSPACE LAW AND NATIONAL REGULATIONS”; 
 “LEGAL COMPLIANCE, NIS 2, AND PROTECTION OF CRITICAL 

INFRASTRUCTURE”; 
 “LEGAL ASPECTS OF CYBER OPERATIONS AND THREAT INTELLIGENCE”; 
 “LEGAL CRISIS MANAGEMENT, COOPERATION, AND OPERATIONAL 

SIMULATION”. 

DURATION AND 
SCHEDULED DATES 

1 WEEK (5 WORKING DAYS, MON–FRI) DATES TO BE DEFINED 

UNIVERSITY CREDITS 
(CFU) 

THE COURSE AWARDS 2 CFU 

NUMBER OF 
PLACES/SEATS 

MAXIMUM 40 

PARTICIPANT 
REQUIREMENTS 

THE COURSE IS AIMED AT MILITARY PERSONNEL, PUBLIC ADMINISTRATION 
OFFICIALS, ICT PROFESSIONALS, AND STRATEGIC DECISION-MAKERS WHO, 
WITHIN THE CONTEXT OF THEIR RESPECTIVE ROLES, THEY ARE CALLED UPON 
TO PROVIDE LEGAL ADVICE, DECISION-MAKING SUPPORT, AND REGULATORY 
INTERPRETATION REGARDING OPERATIONS AND CYBER SECURITY. THE 
PROGRAM IS DESIGNED TO STRENGTHEN THE LEGAL SKILLS NECESSARY TO 
GUIDE STRATEGIC DECISIONS IN JOINT, INTERAGENCY, AND INTERNATIONAL 
CONTEXTS. 

ADMISSION OF 
PARTICIPANTS FROM 
NON-NATO COUNTRIES 

YES 

CENTRE FOR HIGHER DEFENCE STUDIES / SCHOOL OF 

ADVANCED DEFENCE(CASD/SUOSS) 
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LANGUAGE ITALIAN 

ACCOMMODATIONS 
OFFERED (FOOD AND 
LODGING AT 
MILITARY 
FACILITIES) 

ON WORKING DAYS, LUNCHES ARE AVAILABLE FOR A FEE AT THE CASD 
CAFETERIA. NO ACCOMMODATION IS AVAILABLE. 

MISCELLANEOUS // 

 
 
 


